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1. Welcome

T/ACC Mark Callaghan, Deputy Prog;ramme Director,
Transforming Forensics
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2. Keynote #1

Dr Gillian Tully CBE, Forensic Science Regulator



Cell Site Analysis: Quality Issues

Dr Gillian Tully

Online Seminar
14 October 2020

Forensic Science Regulator



Outline of Session

Problems to learn from

* Technical / Wording
» Differing court judgments
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Guidance and standards to help

* Cellsite Appendix

« Validation approach
 Cognitive bias guidance
* Legal guidance
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Language




Language

Consistent with

R v. Puaca [2005] EWCA Crim. 300121

o “Whereas ‘inconsistency’ is often probative, the fact of consistency is quite often of no
probative value at all.” Without clarification ‘consistent with’ can easily be misinterpreted by
a lay person as meaning ‘is’, because the context or limitations of the finding are unknown.

If the data would be expected in a number of considered or expected scenarios, clearly
being consistent with one of them is not discriminating or useful.”



‘Language

On the language of framing conclusions:

“...none of them should ask the question “Is the evidence consistent with this man ?”
unless, of course, they are asking simply whether he is excluded.”

The Right Hon Lord Hughes of Ombersley
Justice of The Supreme Court

Overseeing Quality



Language, precision and bias

“vicinity” must be quantitatively defined and not used in a way that might imply a level of
precision that is not supportable by the findings

Most likely at the location of interest J

..at or in the vicinity of J

...most likely at or in the vicinity of J




Language, precision and bias

Phone “being at this address”

Phone “has now left this address"

Suspect X “is still in the vicinity of [site]”

Suspect Y “is no longer in the vicinity of Z's home”




Boundaries of expertise

Technical
factual
evidence

Expert

evidence

R v Calland [2017] EWCA Crim 2308

“Cell siting evidence can be powerful evidence. But it is not capable of
locating a phone with pinpoint accuracy and it has other limitations.
Those limitations are familiar to all who conduct and try criminal cases
in which such evidence is commonly adduced. The limitations are not
however necessarily familiar to the members of a jury.”

“in the absence of agreement between prosecution and defence,
evidence that a cell site was located in a particular place is not
evidence that it served the nearby location in which Calland was
observed, still less that it provided the best coverage of that location
and would therefore be likely to have transmitted the relevant call.”




Boundaries of expertise

Technical
factual
evidence

Expert

evidence

R v Calland [2017] EWCA Crim 2308

“The judge, in our view rightly, foresaw the danger that if the case were
presented as the prosecution would wish it to be, the jury would be
drawn into making a speculative assumption for which there was no
evidential foundation.”

“when questions of this nature arise it is vital to focus upon the actual
issues in the case and on the extent to which particular features of the
prosecution case are challenged. We certainly do not say that expert
evidence will be needed in every case in which the prosecution wish to
rely on cell siting evidence.”




Boundaries of expertise

R v Turner [2020] EWCA Crim 1241

o Could a ‘factual’ analysis of data show that a phone had travelled between
two villages, separated by 7km?
“That was, in substance, neither expert evidence nor evidence of coverage.”

Only if the cell at the start of the sequence of calls only
served in one village (and nowhere else) and likewise the
last cell in the sequence only served in the second village?

o “l just show the mast on my maps in relation to the home address. So it’s
up to yourselves to kind of draw that conclusion”

Can lay jurors be expected to understand that a cell
might be based on a close mast but pointed away from
the address and as a result not serve there, or a cell
based on a different mast might dominate service at
the address to the exclusion of other cells?




Boundaries of expertise

What are the key issues in the case?

o Active case management: all parties have duty to assist

Is inference/opinion required in order to assist with those key issues?
o Appropriate case strategy

Does every report sufficiently clearly show:

o The limitations of what has been done?
o Any margins of uncertainty?

o The extent to which an inference has been reached from the findings, or the extent to which an
inference is required to address the key issues?
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Codes of Practice and Conduct Appendix: Cell Site Analysis

Request and/or normalise call data records
Forensic Science Regulator

Present/Report

Codes of Practice and Radio frequency (RF) propagation survey

Conduct Cell site analysis

Appendix: Digital Forensics — Cell Site Analysis Q acquiSitiOn Of communications data

FSR-C-135

O processing

Issue 2

0 presentation of an expert report.

www.qgov.uk/government/publications/cell-site-analysis




Codes of Practice and Conduct Appendix: Cell Site
Analysis

Independence, impartiality & integrity

All providers are required to demonstrate that they meet these
requirements which shall include:

While cell site analysis may be used to propose investigative avenues
(i.e. to help form a hypothesis). If a hypothesis is formed, cell site
evidence should only be used to test whether that hypothesis is
supported by the evidence; it should never be used to test whether the
hypothesis supports the allegations or scenarios being put forward in
the case independently of the evidence.

Terminology used in reports shall be clearly defined and imply no bias,
phrases such as “in the vicinity of” may only be used if qualified,
phrases such a ‘consistent with’ should not be used in reports unless it
is clear what else this result would be consistent with.



Codes of Practice and Conduct Appendix: Cell Site Analysis

The customer must be
made aware of limitations

Setting forensic strategy:
o The procedure shall include the following.

Case circumstances;
The data available (Call Data Records, cell information etc.);
The limitations of that data.

The suspect’s personal situation (e.g. place of work, home
address);

Known or suspected attribution of phones (and how
attributed) ;

Survey requirements:

. Location survey (including potential requirements for elevation,
e.g. high floors in tower blocks).

i.  Area survey, to distinguish whether service between two or more
locations can be differentiated.

i.  Cell Mapping, to measure the service area of a given cell.



Codes of Practice and Conduct Appendix: Cell

Site Analysis

Validation is about providing objective
evidence that the method is fit-for-
purpose
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Codes of Practice and Conduct Appendix: Cell Site Analysis

Reports to investigators or to courts produced from cell site analysis and radio frequency

propagation surveys may be:
Factual, produced by technical staff acting as witnesses; or
Evaluative, including an interpretation and/or opinion by staff competent to provide expert evidence.

Providers shall ensure that all staff who provide factual evidence based on scientific

methodology are additionally able to demonstrate, if required the following.
Whether there is a body of specialised literature relating to the field;
That the principles, techniques and assumptions they have relied on are valid; and

The impact that the uncertainty of measurement associated with the application of a given method could have on
any conclusion.



Cognitive bias

Forensic Science Regulator

= Subconscious, not deliberate
malpractice

Guidance
m Can’t avoid risk just by trying
hard
0 ProceSS dESign, e.g. Cognitive Bias Effects
- Controlling task-irrelevant data flow Relevant to Forensic Science Examinations

= Blind checks FSR-G-217

Issue 1

Overseeing Quality



Legal obligations on experts

= https://www.gov.uk/government/publications/legal-obligations-issue-8
o Crim PR
o Crim PD
o Case law

Forensic Science Regulator
Overseeing Quality

Information

Legal Obligations

FSR-1-400

Issue 8

Overseeing Quality



‘ Report Content

Forensic Science Regulator
Overseeing Quality

Forensic Science Regulator
Overseeing Quality

Forensic Science Regulator

Guidance
= = Non-Expert Technical Statement Guidance
Forensic Science Regulator g
Guidance Issue 2
Expert Report Guidance
FSR-G-200
Issue 4
www.qgov.uk/government/
publications/non-expert-
www.gov.uk/government/publications technical-statements-
/expert-report-content-issue-4 issue-2

Overseeing Quality



In development...

Forensic Science Regulator

Forensic Science Regulator

Codes of Practice and

Conduct

Development of Evaluative Opinions
FSR-C-118
Draft 0.52

Before doing anything, conduct a pre-
assessment

After analysis, evaluate of the
observations given each of two
mutually exclusive propositions

So what is the probability of
observing these call data records and
these survey results:

o IF the prosecution proposition (Hp) is
true?

o IF the defence proposition (Hd) is true?

LR is simply the ratio of these
probabilities



Development of Evaluative Opinions Appendix

= Evaluating the probability of obtaining your
Bal set of results under Hp and Hd helps to
alance achieve balance and satisfies logic

= Validation ensures robustness

= Requirements in the appendix to ensure
transparency

Robustness Transparency

Overseeing Quality



lllegitimately transposing the conditional

People have a tendency to assume that a conditional

probability and its inverse are similar:
The probability of a sheep having 4 legs is very high
Because this animal has 4 legs, it has a very high probability of being a sheep



lllegitimately transposing the conditional

= People have a tendency to assume that a conditional
probability and its inverse are similar:
= The probability of a sheep having 4 legs is very high
= Because this animal has 4 legs, it has a very high probability of being a sheep

Overseeing Quality



lllegitimately transposing the conditional

People have a tendency to assume that a conditional
probability and its inverse are similar:

The probability of a sheep having 4 legs is very high

Because this animal has 4 legs, it has a very high probability of being a sheep
The probability of your observations given a particular
proposition is NOT the same as the probability of that
proposition.

To swap them is called illegitimately transposing the
conditional, e.g. “it is likely that the phone was in area X”

We should always be sure to be talking about the probability
of our observations (findings/results) IF the proposition is true:
e.g. the findings are more likely if the phone was in area X
than if it was not.




NEXT STEPS
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Pilot accreditation

Pilot using Cell Site Appendix to the Codes

We have supplied ground truth data to assist with validation

The outcomes will inform any changes needed to the appendix and confirm if ISO 17025 is
an appropriate standard for assuring the quality of cell site analysis work

At that stage, a decision will be taken about the standard and a date
by which it should be achieved. This will be reflected in the Codes.

Accreditation is only the external assessment to demonstrate that an
organisation is compliant with the standard and is in control of its own quality



Quality Standards

Really think about the requirements
— never just tick boxes

Don’t work around procedures,
change them if they don’t work

Don'’t leave it to the last minute:
good guidance already in place

Overseeing Quality



Questions/Comments in the panel session

With thanks to:

The Forensic Science Regulation Unit,
in particular, Simon Iveson



3. Keynote #2

Matt Tart, Principal Expert, CCL Forensics



Cell Site Analysis:
Roles and Interpretation

Matthew Tart
Principal Expert

protecting
responding

OO Forensics | INvestigating




Process — Technical Procedure Driven

Purpose directly defined
by customer request

Define and Perform Technical
Processes

CDR

Normalisation Perform Surveys

Cross reference CDRs
and Survey Results

Produce Map and Table
Exhibits

Court Presentation ".
{if reguired) 1

Analyst Role

Technical processes

Report and/ or
statement based on
Maps and Exhibits

Expert Witness Role

“This means...””

>tecting
sponding
restigating



Interpretation - 1

Explaining a technical Term — e.g. Normalising Call Data Records

Date Time Type Duration ADigits B Digits Redirecting Digits IMEI Ring Time Site Postcode cl LastCl  Last Cell Postcode
09-Aug-11 21:43:83 WMabile Terminating 00:00:16 407296 4478309 359429037264390  00:06 REYNOLDS HOUSE B19 2RH 300374 1069 300374 1069 819 2RH
09-Aug-11 232915 Mobile Terminating - SMS MSC 00:00:00 447827743 YATE3H094 359429037264390  00:00 REYNOLDS HOUSE B192RH 300374 1069
10-Aug-11 00:22:08 Mabile Terminating 00:00:11 TT87074 YATEIH 359429037264390  00:15 LLIONICA BARRY JACKSON HOUSE B6 5B 300374 8c98 300374 8c98 B6 5BW
10-Aug-11 00:31:59 Call Forward 00:00:02 407296 YATE3H094 7539698094 00:00
10-Aug-11 00:45:27 Call Forward 00:00:01 407296 YATEI 7539698094 00:00
10-Aug-11 01:00:04 Call Forward 00:00:02 405296 YATEIH09Y 7539698094 00:00
10-Aug-11 01:28:38 Call Forward 00:00:03 7947382 YATEI 7539698094 00:01
10-Aug-11 02:26:33 WMobile Terminating 00:05:21 TT7*909 YATE309Y 359429037264390  00:06 REYNOLDS HOUSE B19 2RH 300374 1069 300374 1069 819 2RH

10-Aug-11 03:16:52 Mobile Terminating 00:00:28 717909 ‘44783094 359429037264390  00:10 REYMOLDS HOUSE B19 2RH 300374 1069 300374 1069 B19 2RH

Date Time A Digits IP Address Access Point Name Duration Data Volume (Up) Data Volume (Down) IMEI Cellld  Site Postcode
09-Aug-11 21:44:25 4475094 10.35.255.197 blackberry.net 00:37:17 28369 360647 3594290372643300 300374 1069 B19 2RH

09-Aug-11 223108 4475094 10.35.47.209 blackberry.net 01:53:21 55393 1622864 3594290372643300 300374 1069  B19 2RH
10-Aug-11 01:46:06 4475094 10.35.162.173 blackberry.net 00:39:18 61010 112521 3594290372643300 300374 1069  B19 2RH
10-Aug-11 02:25:43 44757094 10.33.141.201 blackberry.net 12:00:00 273689 3628238 3594290372643300 300374 1069  B19 2RH

CallNo. | Date ‘ Time ‘ Comment ‘ rf:.:g ‘ Rﬁﬂ? ‘ Call Type ‘Duraﬁon First Cell First Cell Name ‘ o — | LastCel Last Cell Name ‘ o i .
094116 | 09/08/2011 214353 407296 07537094 Incoming Voice 00-00:16 [EAEIZIE) Reynolds House B19 2RH Reynolds House B19 2RH
T004.117 |09/08/2011 21:44:25 44755004 Data 00:37-17 FUIERL RN Reyrolds House B19 2RH
TDO4118 | 09/08/2011  22:06:39 0753094 T4117+501 Outgaing Voice  00-00:50 BN Reynolds House B19 2RH B19 2RH
094119 | 09/08/2011  22:29:10 0753094 T4117"501 Outgaing Voice  00:01:46 300374 1070 Reynolds House B19 2RH B19 2RH
-MMW&W&WMW”MW‘W- [y - W 15 5k Sl 113 TA (R0 PRy T R———- [ =l e —————
094421 | 09/08/2011  23:29:15 0762743 07537094 Incoming Text ~ 00:00:00 [SlAk G2 1] Reynolds House B19 2RH 1
094122 | 09/08/2011  23:37:28 0753094 0794362 Outgaing Voice  00:00:03 B19 2RH Reynalds House B192RH
! T T T 'Hcommg'ﬂ'oﬁ i 8. ToniCa Day Jackson Todse ‘06 Aoy 298 T.lonica Dary Jackson House. o BE
094,124 | 10/08/2011  00:31:59 407296 44007094 Call Forwarded ~ 00:00:02
T094.125 | 10/08/2011  00:45:27 TAOT™296 44007094 Call Forwarded ~ 00:00:01
094126 | 10/08/2011 04:00:04 TAOT™096 44007094 Call Forwarded ~ 00:00:02
094427 | 10/08/2011  01:28:38 0794382 44007094 Call Forwarded ~ 00:00:03
7004128 |10/08/2011 01:46:06 New event. same LAC 4475004 Data 00:39:18 [EERERIIT Reyrolds House B19 2RH
7094129 |10/08/2011 02:25:43 Confinuation 44755004 Data 12:00:00 UUERDGE] Reynolds House B19 2RH
094130 | 10/08/2011 02:28:33 0777909 07537094 Incoming Voice  00:05:21 BRI Reynolds House B192RH  [ERZRI Reynalds House B19 2RH
094431 | 10/08/2011  03:16:52 0777909 0753094 Incoming Voice  00:00:28 [Sk G2 i) Reynolds House B192RH  [llliERZ BIE) Reynalds House B19 2RH
094132 | 10/08/2011  03:20:45 0753094 0T77°=909 Outgaing Voice  00:00:15 [Slk G215 Reynolds House B192RH  [ERZ N1 Reynalds House B19 2RH

Necting
sponding
estigating



Technical Interpretation - 1

IIIustratlng mast Iocatlons

[B4144 ] = Ly T— — - ' 5 0.5000
- = SN G T Asior 1,)‘,@”&% N Klometers.
I i = =
j y ! i| ———— AL V[[ima Roag ,‘,3 -
| ’ = /| i ~L_
') § o /| —mm"ﬂﬂua__ | G 4-,%&1 E.Qm\eﬂd_mrimﬁs E_;
SO Ee B - - 5 1
e 3

" Gulldfore Drive
Hockley Close

/
& jaaig IEUdSQH' 1

<

‘B W
— stfg_Qﬁl‘f, DY - . .
I o Skuep N A | /8
7 ! :

=y
e

I Tsin|oseoon 331
| kiR oseant 233728 UISIeg 072 Ougang Voice u:ouuua 00374 1060 [T szﬁzﬂm

|
o o

Homé Addre$s C!ﬁan Road
‘ [

iy | ,
) I

:_L | Tower Roag

. 4 Dunsfgni I?
Birmingham .'j:\ g
5"

1060 FERELH H:use B19 2R

OTEF™"T4E 0TS0

--ﬂw"—-----------

W

[in the period of the offence the phone]

“used cell 300374 1069 in the Aston area of Birmingham”

tecting
sponding
restigating



Interpretation - 2

Presenting survey results
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“Cell ID 1069 is a serving cell at [the scene]”
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Interpretation

-3

Interpreting the data to provide possible explanations for it

CallNo.| Date ‘ Time Comment ‘ Elfr'r'l'l:‘;‘r ‘ Rm‘g‘:‘ ‘ Call Type |Duration| First Cell First Cell Name ‘Pozl'c”;e Last Cell Last Cell Name PosL;ﬂode

T098.116 | 09/0872011 214353 TH729% 075709 Incoming Voice  00:00-16 FLIRIZAIUL] Reynolds House B192RH LRI Reynolds House B19 2RH

T094117 09082011 21-44:25 475094 Data 00-37:17 LI LE] Reyolds House B19 2RH

TO94.118 | 09/08/2011 22:06:39 0T34 TA1TUS01 Outgoing Voice  00:00:50 ELALIR A Reynolds House B19 2RH ReynmdsHuuse B19 2RH

T094.119 | 09/08/2011 22:23:10 0763094 7417501 Outgoing Voice  00:01:46 300374 1070 Reynolds House B192RH  FI Al Reynolds House B19 2RH

M OH-W’WHHVHLWWWﬁQL———-P%——QW . e e 2R Wh——ﬁﬁ%ﬁﬁ———————————l

094021 | 09/082011 23:29-15 0782743 0753709 Incoming Text  00:00-00 U2l Reynolds House B19 2RH

Kosa22 | oonsimont 233728 076377094 07947382 Outgoing Voice  00:00:03 ELEI2RL] Reynolds House B19 2R IR eynolds House pard ||

STRATZS [T S T (PN —— - Ty AT A O O T ST TR o T L S A T S P TR L T, Y S~

T098.124 | 10/08/2011 00:31:69 7095 440009 Call Forwarded | 00:00:02

TO98125 | 10/08/2011 004527 79 0009 Call Forwarded | 00:00:01 T.Mobile

T098.126 | 10/08/2011 01:00:04 795 0009 Call Forwarded | 00:00:02

TOSE127 | 10/082011 01:28:38 07842 4400709 Call Forwarded | 00:00:03 GS5M (2G)

T004.128 | 100872011 01-46:06 New event, same LAC 4475094 Data 00-30:16 [ETTETZRTIE] Reynolds House B19 2RH (NC 30)

T 094,129 | 10082011 02:2543 Gontinuation 475094 Data 12:00:00 FUIEIZ S 1L6%) Reynoids House B19 2RH —

T094.130 | 101082011 022833 OTT7T09  OTE3T094  incoming Voice  00:05:21 RILUEIZALALEA Reynolds Housa B19 2RH Significance Cell ID

T094.131 | 10/08/2011 03:16:52 OTT7909 0757709 Incoming Voice  00:00:28 LI Reynolds House 519 2RH aC99

T094.132 | 10/08/2011 03:20:45 0T OTTTU09 Outgoing Voice | 00:00:15 LI Reynolds House 519 2RH Crime Scene —
B0

[during the period of the offence the phone] rome Addrese

“used cell 300374 1069 in the Aston area of Birmingham”

“Cell ID 1069 is a serving cell at [the scene]”

“.... The data ...is consistent with ... having been in the Aston area of

Birmingham ... at or in the area of [the scene]...”

APPARENT PROBATIVE VALUE

tecting
sponding
restigating



Interpretation - 4 ‘

Forensic Inference —
Interpreting the results in the light of hypotheses

* The location of the phone is not in the records
* Any assessment of where it was at the time of the call event is inference....
....implication...?

 How safe is that inference?
* What are the uncertainties in source data?
 What are the uncertainties in the processes used to analyse that data?
* How discriminating is the inference drawn?
* How should all of that uncertainty be assessed and expressed?
* What question is being addressed?
— |s it appropriate?
— Was it answered?

yrotecting
esponding
OO Forensics | INvestigating



Uncertainties — Technical Interpretation - CDRs
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Uncertainties — Technical Interpretation - Surveys
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What assurance can there be that all of the legitimately serving cells at a location have been

selected?

tecring

Validation of the method, both the equipment and the manner in which it is used

— Assessment of uncertainty — false positives, false negatives

sponding

restigating

Validation helps inform what opinions can, and cannot, be safely expressed from the data



Uncertainties
Technical Interpretation - Surveys ‘

Radio Channel List - EE .
G5M umpTS LTE

045-8609 10761 522

10786 547

10811 1617

10836 1667

1811

3026
3029
3350
6225

« A survey is a sampling method, and there is uncertainty in the results
It is unlikely to be “the whole truth”
« Opinion of which cells serve at a location, or the service area of a given
cell, is informed by the survey data and not defined by it. Other views

may be formed, even from the same data.
protecting

responding
nvestigating



Questions to address

What cells were detected at the locations of interest, and do they .
occur in the CDRs?

 Known to be flawed, errors of omission, tendency to mislead
Question defined in terms of a technical process. Is this even a .
reasonable question to address?

A more useful question is:

Would the call data be expected given the scenario:
* Proposed by the Prosecution

* Proposed by the Defence

How discriminating are the findings?

tecting
sponding
restigating



Technical Interpretation

Investigative inference

Calling Receiving

Date ‘ Time Comment ‘ Number ‘ Number ‘ Call Type (Duration| First Cell First Cell Name ‘PosFE}de Last Cell Last Cell Name ‘Po;;lﬁode
094116 | 09082011 274353 TH729% 075709 Incoming Voice  00:00-16 FLIRIZAIUL] Reynolds House B192RH LRI Reynolds House B19 2RH
T094117 09082011 21-44:25 475094 Data 00-37:17 LI LE] Reyolds House B19 2RH
TO94.118 | 09/08/2011 22:06:39 0T34 TA1TUS01 Outgoing Voice  00:00:50 ELALIR A Reynolds House B19 2RH ReynmdsHuuse B19 2RH
T094.119 | 09/08/2011 22:23:10 0763094 7417501 Outgoing Voice  00:01:46 300374 1070 Reynolds House B192RH  FI Al Reynolds House B19 2RH
M OH-W’WHHVHLWWWﬁQL———-P%——QW . e e 2R Wh——ﬁﬁ%ﬁﬁ———————————l
094021 | 09/082011 23:29-15 0782743 0753709 Incoming Text  00:00-00 U2l Reynolds House B19 2RH
Kosa22 | oonsimont 233728 076377094 07947382 Outgoing Voice  00:00:03 ELEI2RL] Reynolds House B19 2R IR eynolds House pard ||
STRATZS [T S T (PN —— - Ty AT A O O T ST TR o T L S A T S P TR L T, Y S~
T098.124 | 10/08/2011 00:31:69 7095 440009 Call Forwarded | 00:00:02
TO98125 | 10/08/2011 004527 79 0009 Call Forwarded | 00:00:01 T.Mobile
T098.126 | 10/08/2011 01:00:04 795 0009 Call Forwarded | 00:00:02
TOSE127 | 10/082011 01:28:38 07842 4400709 Call Forwarded | 00:00:03 GS5M (2G)
T004.128 | 100872011 01-46:06 New event, same LAC 4475094 Data 00-30:16 [ETTETZRTIE] Reynolds House B19 2RH (NC 30)
Fong ann | - - -
094,129 | 10082011 02:25:43 Continuation 475094 Data 12:00:00 FUIEIZ S 1L6%) Reynoids House B19 2RH —
T094.130 | 101082011 022833 OTT7T09  OTE3T094  incoming Voice  00:05:21 RILUEIZALALEA Reynolds Housa B19 2RH Significance Cell ID
T094.131 | 10/08/2011 03:16:52 OTT7909 0757709 Incoming Voice  00:00:28 LI Reynolds House 519 2RH aC99
T094.132 | 10/08/2011 03:20:45 0T OTTTU09 Outgoing Voice | 00:00:15 LI Reynolds House 519 2RH Crime Scene —

0
. 0

Home Address

“Phone A used Cell ID 1069 during the period of the offence”

“Cell ID 1069 was detected as a serving cell at the scene”

“The data ...is consistent with ... having been in the Aston area of
Birmingham ... at or in the area of [The Scene]” Stecting

APPARENT PROBATIVE VALUE skl

restigating



A more appropriate question
Evaluative inference

First Last

Call No. | Date ‘ Time Comment ‘ E:Er ‘ Rm‘t’.:'f ‘ Call Type ‘Duration First Cell First Cell Name BoutCode | L25LCE! Last Cell Name ‘ SostCode
T094.116 | 09/08/2011 214353 7407296 0753094 Incoming Voice  00:00:16 EUSEESUGER Reynolds House B19 2RH Reynolds House B19 2RH

094.117 [09/08/2011 21:44:25 44754094 Data 00:37:17 BULSIESLLE] Reynolds House B19 2RH

094.118 | 09/08/2011 22:06:39 0753094 7411501 Outgoing Voice  00:00:50 SISIERTE Reynolds House B192RH  RISTERLEN Reynolds House B19 2RH

094.119 | 09/08/2011 22:29:10 0753094 7411501 Outgoing Voice  00:01:46 300374 1070 Reynolds House B192RH  [EIEERI Reynolds House B19 2RH
MW%W’WWMWW [y R ——— v -~ NOp——r; 5 1 (3T AR NI T S — - . ———— -

094.421 [ 09/08/2011 23:29:15 0762743 (753094 Incoming Text ~ 00:00:0 RN Reynolds House B19 2RH
III!M.122 09/08/2011  23:37:28 07537094 0794"382 Outgoing Voice  00:00:03 EIEIER AN Reynalds House B19 2RH Reynolds House B19 2RH I
SURATES [T P ——— 7T G MY P 00 1 T YO P L A ST O AL T L P PO e~

094.124 [ 10/08/2011 00:31:59 707296 4400094 Call Forwarded = 00:00:02

094.125 | 10/08/2011  00:45:27 TAO7T*296 4400094 Call Forwarded = 00:00:01

094.126 | 10/08/2011  01:00:04 707296 4400094 Call Forwarded = 00:00:02

094.127 [ 10/08/2011 01:28:38 0794382 4400094 Call Forwarded = 00:00:03

094.128 |10/08/2011 01:46:06 New event, same LAG 4475094 Data 00:39:18 BULEIESLE Reynolds House B19 2RH

094.129 [10/06/2011 02:25:43 Gontinuation 44754094 Data 12:00:00 BUSEERIGEN Reynolds House B19 2RH

094.130 | 10/08/2011 02:28:33 0777909 (0753094 Incoming Voice  00:05:21 SUASES M Reynolds House B192RH  RISIERL Reynolds House B19 2RH

094.131 [ 10/08/2011 03:16:52 0777909 (0753094 Incoming Voice ~ 00:00:28 SUASEES T Reynolds House B192RH  RISIERL Reynolds House B19 2RH

094.132 | 10/08/2011  03:20:45 0753094 0777909 Qutgoing Voice  00:00:15 EAEIER M Reynolds House B192RH  RIEIERE Reynolds House B19 2RH

Would the call data be expected if the phone was:

« at the scene, as alleged by the Prosecution
« at the alibi location , as alleged by the Defence

Does the service area of Cell ID 1069 include the scene and/ or the alibi location?
 j.e. can we distinguish between the locations, and if so with what assurance?

>tecting
sponding
restigating



Cell ID 1069
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Cell ID 1069 was the most commonly used cell in the CDR. The second most common was
Cell ID 8c99 also detected in the surveys serving a similar area of Aston, and beyond. Two
thirds of all calls were handled by one cell or the other, other cells used much less often
“Phone A used Cell ID 1069 during the period of the offence” dtecting
sponding
restigating

“Cell ID 1069 was detected as a serving cell at the scene”
“...and at the alibi location” NO PROBATIVE VALUE



Discrimination of findings and language used
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“Consistent with being..at or in the vicinity of the scene... in the Aston area of Birmingham”

“Consistent with” being :
....At the Scene.... And at the alibi location....

....In Aston... and 17km from Aston...
....in the area in which the phone is most often used.... whatever that area may be

“consistency’ is quite often of no probative value at all..” [R v Puaca]

“...half a mile away is not in normal English at the place, and you could have explained that” [R v
Brookes]

“...unhelpfully conflated the location of a particular mast with the question of what safe inferences
can be drawn about the telephone using it” [R v Calland]

tecting
sponding
restigating



False Negatives

Significance

T-Mobhile
GSM (2G)
(NC 30)
CelllD

Address

Post Code

8C%9

Lo Location Mame

Crime Scene

1063

1 Barton Arms PH

Aston

B6 5ES

Home Address

g £
g Frederick Road

Tower Road

) .

T-Mobile {G5M)
ac37
ac99
1068
1065

One cell detected as serving at the home address using method #1

Four cells detected serving using method #2
Should this affect how the survey results are interpreted?

....Are they “factual’, to be taken at face value?

What if the phone had used 8c99 instead of 10697
....8¢99 was the second most commonly used cell, after 1069....

tecting
sponding
restigating



Reliability of evidence

“Consistent with being..at or in the vicinity of the scene... in the Aston area of Birmingham”

Balanced? — The expert should address at least one pair of propositions usually one

based upon the prosecution issue and one based upon an alternative (defence issue). If
a reasonable alternative cannot be identified then the expert may address only the one
proposition but will make it clear that he cannot evaluate the strength of the evidence.

Logical? — The expert will address the probability of the evidence given the
proposition and relevant background information and not the probability of the
proposition given the evidence and background information.

Robust? — The expert will provide opinion that is capable of scrutiny by other

experts and cross-examination. They will base their opinion upon sound knowledge

of the evidence type(s) and use wherever possible verified databases. They will be

satisfied that the results of the tests and examinations upon which they have based

their opinion are themselves robust.

Transparent? — The expert will be able to demonstrate how they came to their

conclusion. They will set out in the statement or report the basis of their opinion viz.:

* Hypotheses addressed.

» Test or examination results. >tecting
* The background information used in arriving at the conclusion. sponding

* They will be able, if required, to provide the data used and its provenance. restigating



Forensic Environment - Court
Roles

Investigative Mode

* Produces theories in terms of likely explanations of data

* Assists investigation

» Offence focus (may not even have suspects yet)

* lterative process

* Ranks likely explanations to refine theories (probability of scenarios given evidence)
e Risk of misleading

Evaluative Mode

» Assists court process

* Defendant focus

» Assesses data in the context of presented scenarios (probability of evidence given
scenarios)

protecting »rotecting
responding esponding

OO Forensics | INvestigating "vestigating




Forensic Environment ‘
Hierarchy of Propositions ‘
How to start to define a question....

Offence
. Did the accused commit the offence? LEGAL QUESTION - JURY ‘

Activity
* Would the data be expected given the suspect undertook specific
actions? (those actions are usually related to the offence)

Source
 Does A match B?
 How sure are we of that?
* How discriminating is that match?

protecting »rotecting
responding esponding

OO Forensics | INvestigating "vestigating




AFSP Standard applied to Cell Site

Define Case Strategy

Review (
Identify
Refine in

Instruct or conduct
Technical Processes

Forensic Inference
(Activity)

Proposition Assessment
(Inductive/ Evaluative)
Evaluate Evidential Value

(Abductive/ Inv
Produce and ra

Technical Interpretation
(Source)

Technical Processes
COR and Survey Analysis
Geo-Location
Surve

Report
and/ or
Statement

"""""""""" o (if required) ]

ork Knowledge
ent and In
quirements

ritical Finding Checking

Additional Expert Wit ple Competendies

Technical Methods

Broad Competendes

+ Technical Competencies
+ Technical Checking

“This means...”

“I did this...”

otecting

sponding
vestigating



Thank You

tecting
sponding
restigating



Skills, Knowledge, Understanding

Skill

Knowledge

Understanding

Explanation of term i i
) planation o te. s Technical explanation of Data or Process Assessing what the data/ results mean in the context
Presentation of data that requires no inference of prosecution and/ or defence scenarios

None Effect of case circumstances

Lower Risk  Risk of inaccurate/ incomplete/ misleading evid

Analyst

Expert Witness

tecting
sponding
restigating



Forerslc

(7~ Capabiity

4. Q&A Ly .

.

 Dr Gillian Tully CBE, Forensic Science Re\ulator

- Matt Tart, Principal Expert, CCL Forensics “‘“.

 Neil Matthews, Technical Support Manager, Ea.St Midlands Special
Operations Unit °

« Jim Arris, East Midlands Special Operations Unit

« John Beckwith, Digital Forensic Science Capability Lead, TF

« Kevin Sullivan, Standards and Accreditation Subject Matter Expert, TF

 Paula Mulroy, Training and Competence Manager, FCN



5. Closing remarks

T/ACC Mark Callaghan, Deputy Prog;ramme Director,
Transforming Forensics



TRANSFORMING
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Programme

www.fcn.police.uk

https://knowledgehub.group/group/fcn
https://knowledgehub.group/group/transforming-forensics



